Title: Method And Apparatus For Restricting Address Resolution 

Protocol Table Updates 
Inventor(s): Gopal Dommety, et al. 

Date: July 11,2003 Express Mail No. EV323354177US 

Docket No:. 50325-0779 Sheet 1 of 6 



CO 



oo 

o 



o 

CL 



LU 



o 



UJ 

> 
ca 

LU 
CO 



o 



cc 
o 



LU 



UJ 



O 
DC 



CD 






< 









LU 
_J 






CQ 















DC 




CP 


VE 




X 


DC 




Q 


SE 





CO 




CO 


o 


CL LU 




DC O 




< O 




DC 




CL 



<l 

00 

o 



cc 



o 



DC 



2: _ 



r 



o 
o 



_ CO LU 
CO LU 



CO 

o 





DC 




GO 
oo 
o 


O 






m 


LU 




h- 






Z 


1 




CO 


LU 


CD 
CD 
O 


C/3 


EVIC 




3 


Q 



Title: Method And Apparatus For Restricting Address Resolution 

Protocol Table Updates 
Inventor(s): Gopal Dominety, et al. 

Date: July 1 1, 2003 Express Mail No. EV323354177US 

Docket No;. 50325-0779 Sheet 2 of 6 



m 

RECEIVE AN INSTRUCTION TO UPDATE AN ARP TABLE 




UPDATE THE ARP TABLE BASED ON THE INSTRUCTION 



: . t • ,, . • 

m 

PREVENT THE ARP TABLE FROM BEING UPDATED BASED ON THE 

INSTRUCTION 



FIG. 2 
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300 



RECEIVE AN INSTRUCTION TO UPDATE AN ARP TABLE 



m 

\S A NETWORK INTERFACE THROUGH^ 
WHICH THE INSTRUCTION WAS RECEIVED CONTAINED 
IN A SET OF ONE OR MORE SPECIFIED 
NETWORK INTERFACES? 



NO 



m 

IS A NETWORK ADDRESS INDICATED BY THE 
INSTRUCTION CONTAINED IN A SET OF ONE OR MORE 
SPECIFIED NETWORK ADDRESSES? 



NO 



NO 



^ YES 

IS A SUBSYSTEM FROM WHICH THE" 
INSTRUCTION WAS RECEIVED 
AUTHORIZED? 



m 

UPDATE THE ARP TABLE BASED ON THE INSTRUCTION 



i 



312 

PREVENT THE ARP TABLE FROM BEING UPDATED BASED ON THE 

INSTRUCTION 



FIG. 3 
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RECEIVE A DHCP MESSAGE THAT INDICATES A NETWORK LAYER ADDRESS 




42£ 

DO NOT SEND AN INSTRUCTION TO UPDATE AN ARP TABLE 



m 

SEND AN INSTRUCTION TO UPDATE AN ARP TABLE 

m 

SEND, TO AN ACCOUNTING SYSTEM, AN INSTRUCTION TO START AN 
ACCOUNTING PROCESS IN CONNECTION WITH THE NETWORK LAYER 

ADDRESS 




FIG. 4A 
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41£ 

SEND AN INSTRUCTION TO UPDATE THE ARP TABLE 

SEND, TO AN ACCOUNTING SYSTEM, AN INSTRUCTION TO STOP AN 
ACCOUNTING PROCESS IN CONNECTION WITH THE NETWORK LAYER 

ADDRESS 




f 



SEND AN INSTRUCTION TO UPDATE THE ARP TABLE 
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